AMA Code of Medical Ethics
3.3.2 Confidentiality & Electronic Medical Records

Information gathered and recorded in association with the care of a patient is confidential, regardless of
the form in which it is collected or stored.

Physicians who collect or store patient information electronically, whether on stand-alone systems in their
own practice or through contracts with service providers, must:

(a) Choose a system that conforms to acceptable industry practices and standards with respect to:

(i) restriction of data entry and access to authorized personnel;

(i1) capacity to routinely monitor/audit access to records;

(ii1) measures to ensure data security and integrity;

(iv) policies and practices to address record retrieval, data sharing, third-party access and release of
information, and disposition of records (when outdated or on termination of the service
relationship) in keeping with ethics guidance.

(b) Describe how the confidentiality and integrity of information is protected if the patient requests.

(c) Release patient information only in keeping with ethics guidance for confidentiality and privacy.

AMA Principles of Medical Ethics: V
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REPORT 2 OF THE COUNCIL ON ETHICAL AND JUDICIAL AFFAIRS (A-24)
Research Handling of De-Identified Patient Data
(D-315.969)

EXECUTIVE SUMMARY

In adopting policy D-315.969, “Research Handling of De-Identified Patient Data,” the House of
Delegates directed the Council on Ethical and Judicial Affairs (CEJA) to examine guidance related
to the use of de-identified patient data and the risks of re-identification.

This report articulates a series of recommendations on how best to respond to the increasing
collection, sale, and use of de-identified patient data and the associated risks. The report outlines
how health data exist within digital information ecosystems, how such complex ecosystems pose
challenges to data privacy, how de-identified data functions as a public good for clinical research,
and how de-identified data derived within the context of health care institutions lead to certain
ethical standards for and protections of that data.

Because CEJA recognizes both the promise of de-identified datasets for advancing health and the
concerns surrounding the use of de-identified patient data including the risks of re-identification
that extend from the level of individual physicians collecting clinical data to hospitals and other
health care institutions as repositories and stewards of data, this report proposes a new Code of
Medical Ethics opinion be adopted in conjunction with amendments to four existing opinions to
provide ethics guidance in this rapidly evolving digital health ecosystem.

© 2024 American Medical Association. All rights reserved.
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REPORT OF THE COUNCIL ON ETHICAL AND JUDICIAL AFFAIRS"

CEJA Report 2-A-24

Subject: Research Handling of De-Identified Patient Data
(D-315.969)
Presented by: David A. Fleming, MD, Chair

Referred to: ~ Reference Committee on Amendments to Constitution and Bylaws

Policy D-315.969, “Research Handling of De-Identified Patient Data,” adopted by the American
Medical Association (AMA) House of Delegates in November 2021, asked the Council on Ethical
and Judicial Affairs (CEJA) to examine guidance related to the use of de-identified patient data and
the risks of re-identification.

In its informational report on de-identified data [CEJA 6-A-23], CEJA examined a range of
challenges that health care professionals and institutions are now confronted with as technological
innovations rapidly evolve both within and outside of health care, blurring the boundary
distinctions between these spheres. CEJA’s exploration suggested that in this dynamic environment,
foundational ethical concepts of privacy and consent likely need to be revisited to better reflect that
personal health information today exists in digital environments where responsibilities are
distributed among multiple stakeholders.

This report expands on the previous work to articulate a series of recommendations on how best to
respond to the increasing collection, sale, and use of de-identified patient data and the associated
risks. The report outlines how health data exist within digital information ecosystems, how such
ecosystems pose challenges to data privacy, what the Code says about data privacy and informed
consent, how de-identified data functions as a public good for clinical research, how privacy
scholars are reconceptualizing privacy as contextual integrity, and how de-identified data derived
within the context of health care institutions lead to certain ethical standards for and protections of
that data.

Because CEJA recognizes both the promise of de-identified datasets for advancing health and the
concerns surrounding the use of de-identified patient data including the risks of re-identification
that extend from the level of individual physicians collecting clinical data to hospitals and other
health care institutions as repositories and stewards of data, this report proposes a new ethics
opinion in conjunction with amendments to four existing opinions to provide ethics guidance in
this rapidly evolving digital health ecosystem.

* Reports of the Council on Ethical and Judicial Affairs are assigned to the Reference Committee on
Amendments to Constitution and Bylaws. They may be adopted, not adopted, or referred. A report may not
be amended, except to clarify the meaning of the report and only with the concurrence of the Council.

© 2024 American Medical Association. All rights reserved.



0NN bW~

LnNaD DB, DD WLWLWLWIULWWLWLWULWLWWRNRNDNDNDNDNDNDNDDNDDNDFE === ===
— O VO NP WNH—L OOV NPE WD, OOVWXONIANNDA, WD, OOVOINWNPIAWND—ONV0

CEJA Rep. 2-A-24 -- page 2 of 13

HEALTH DATA & DIGITAL ECOSYSTEMS

De-identified patient data are a subset of health data that exists within larger digital health
information ecosystems [1]. Such ecosystems are highly dynamic and distributed, with health
information often being combined from multiple datasets and distributed among multiple
stakeholders [1]. Traditionally, health data has referred to patient health information produced from
patient—physician interactions and stored by health care organizations [2]. This type of data is
typically recorded as identifiable patient data and entered into the patient’s electronic medical
record (EMR); from there, it can be de-identified and bundled together with other patent data to
form an aggregated dataset. In the age of Big Data, however, where large datasets can reveal
complex patterns and trends, diverse sets of information are increasingly brought together. Health
data now extends to all health-relevant data, including data collected anywhere from individuals
both passively and actively that can reveal information about health and health care use [2].

Within digital health ecosystems, health-related data can be generated by health care systems (e.g.,
EMRs, prescriptions, laboratory data, radiology), the consumer health and wellness industry (e.g.,
wearable fitness tracking devices, wearable medical devices such as insulin pumps, home DNA
tests), digital exhaust from daily digital activities (e.g., social media posts, internet search histories,
location and proximity data), as well as non-health sources of data (e.g., non-medical records of
race, gender, education level, residential zip code, credit history) [2]. The ethical challenges raised
by such widely distributed data ecosystems, with their vast array of data types and multiple
stakeholders, require a holistic approach to the moral issues caused by digital innovation. Digital
ethics has arisen as a theoretical framework to analyze these recent challenges and examine such
ethical concerns from multiple levels of abstraction. The digital ethics framework takes into
account the general environment in which ethical concerns arise and examines ethical dilemmas as
they relate to information and data, algorithms, practices and infrastructure, and their impact on the
digital world [3].

CHALLENGES TO DATA PRIVACY

In the U.S., the Health Insurance Portability and Accountability Act (HIPAA) imposes constraints
on the sharing of “protected health information,” including individually identifiable health
information contained in the EMR, by “covered entities,” including physicians, hospitals,
pharmacies, and third-party payers. HIPAA’s scope is narrow and does not cover other health-
relevant data, such as data generated voluntarily by patients themselves, for example, through the
use of commercial health-related apps or devices, or identifiable data individuals provide to
municipal authorities, utilities, retailers, or on social media. Furthermore, information that began in
the medical record can take on a new, independent life when linked with personal information
widely available through datasets generated outside of health care. As McGraw and Mandl explain,
“since HIPAA’s coverage is about ‘who’ holds the data, but not what type of data, much of the
health-relevant data collected today are collected by entities outside of HIPAA’s coverage bubble
and thus resides outside of HIPAA’s protections” [2]. HIPAA is thus limited in its ability to protect
patient data within digital health information ecosystems.

Complicating the matter is the fact that once patient health data has been de-identified, it is no
longer protected by HIPAA, and can be freely bought, sold, and combined with other datasets.
Hospitals now frequently sell de-identified datasets to researchers and industry. Recent
developments in Al and its use within health care have similarly created new difficulties.

Patients, and patient privacy advocates, are often concerned about who has access to their data. As
data ecosystems have grown larger and more distributed, this has become increasingly more
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difficult to ascertain. In the age of Big Data, the global sale of data has become a multibillion-
dollar industry, with individuals’ data viewed by industry as “new o0il” [1]. The global health care
data monetization market alone was valued at just over $0.4 billion in 2022 and is expected to grow
to $1.3 billion by 2030 [4]. Industry often purchases hospital datasets to improve marketing and
sales, predict consumer behaviors, and to resell to other entities. Within health care and research
settings, the massive datasets collected from clinical data—used initially in the care and treatment
of individual patients—have created the potential for secondary use as a means for quality
improvement and innovation that can be used for the benefit of future patients and patient
populations [5].

The dynamic and distributed nature of today’s digital health information ecosystems challenges the
prevailing procedural model for protecting patient privacy: informed consent and de-identification.
In a world where the secondary use of patient data within large datasets can easily enter into a
global marketplace, the intended use is almost impossible to discern. Patients cannot be honestly
and accurately informed about the specific terms of interactions between their collected data and
the data collector and any potential risks that may emerge [1,6]. Therefore, patients are unable to
truly give informed consent. Furthermore, whether de-identifying datasets truly prevents individual
data subjects from being re-identified has been increasingly called into question. Removing the 18
identifiers specified in HIPAA does not ensure that the data subject cannot be re-identified by
triangulation with identifying information from other readily available datasets [7]. Machine
learning and Al technologies have advanced to the point that virtually all de-identified datasets risk
re-identification, such that “even when individuals are not ‘identifiable’, they may still be
‘reachable’” [6].

A final avenue to consider with respect to private health information and patient privacy is the risk
of health care data breaches. Raghupathi et al note, “[h]ealthcare is a lucrative target for hackers.
As aresult, the healthcare industry is suffering from massive data breaches” [8]. The number of
health care data breaches continues to increase every year, exposing the private health information
of millions of Americans. Despite being heavily targeted by cybercriminals, health care providing
institutions are widely considered by cybersecurity experts to lack sufficient security safeguards
[8]. Raghupathi et al note, “healthcare entities gathering and storing individual health data have a
fiduciary and regulatory duty to protect such data and, therefore, need to be proactive in
understanding the nature and dimensions of health data breaches” [8].

CLINICAL DATA AND PRIVACY
Within the Code, Opinion 3.1.1, “Privacy in Health Care,” distinguishes four aspects of privacy:

personal space (physical privacy), personal data (informational privacy), personal choices
including cultural and religious affiliations (decisional privacy), and personal relationships with
family members and other intimates (associational privacy).

The Code does not explicitly examine whether personal medical or health information are ethically
distinct from other kinds of personal information (e.g., financial records) or in what way. Current
guidance treats the importance of protecting privacy in all its forms as self-evident, holding that
respecting privacy in all its aspects is of fundamental importance, “an expression of respect for
autonomy and a prerequisite for trust” [Opinion 3.1.1]. However, Opinion 3.3.3, “Breach of
Security in Electronic Medical Records,” directly acknowledges that data security breaches create
potential “physical, emotional, and dignity harms” to patients. Similarly, Opinion 7.3.7,
“Safeguards in the Use of DNA Databanks,” states that breaches of confidential patient information
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“may result in discrimination or stigmatization and may carry implications for important personal
choices.”

Violations of privacy can result in both harm—tangible negative consequences, such as
discrimination in insurance or employment or identity theft—and in wrongs that occur from the
fact of personal information being known without the subject’s awareness, even if the subject
suffers no tangible harm [7]. Price and Cohen note that privacy issues can arise not only when data
are known, but when data mining enables others to “generate knowledge about individuals through
the process of inference rather than direct observation or access” [7].

CLINICAL DATA AND INFORMED CONSENT

With respect to Opinion 2.1.1, “Informed Consent,” in the Code, successful communication is seen
as essential to fostering trust that is fundamental to the patient—physician relationship and to
supporting shared decision making. Opinion 2.1.1 states: “[t]he process of informed consent occurs
when communication between a patient and physician results in the patient’s authorization or
agreement to undergo a specific medical intervention.” In seeking a patient’s informed consent,
physicians are directed to include information about “the burdens, risks, and expected benefits of
all options, including forgoing treatment” [Opinion 2.1.1]. It should be noted, however, that no
direct mention of patient data is discussed in the opinion, other than that documentation of consent
should be recorded in the patient’s medical record.

CLINICAL DATA, DATASETS, AND THE PUBLIC GOOD

Because aggregated clinical data has the potential for secondary use that can benefit all of society,
it has been argued that such data should be treated as a form of public good [5]. When clinical data
are de-identified and aggregated, the potential use for societal benefits through research and
development is an emergent, secondary side effect of electronic health records that goes beyond
individual benefit. Larson et al argue that not only does the public possess an interest in
safeguarding and promoting clinical data for societal benefits, but all those who participate in
health care systems have an ethical responsibility to treat such data as a form of public good [5].
They propose:

all individuals and entities with access to clinical data inherently take on the same fiduciary
obligations as those of medical professionals, including for-profit entities. For example, those
who are granted access to the data must accept responsibility for safeguarding protected health
information [5].

This entails that any entity that purchases private health information, whether or not it has been de-
identified, has an ethical obligation to adhere to the ethical standards of health care where such data
were produced. Hospitals thus have an ethical responsibility to ensure that their contracts of sale
for datasets insist that all entities that gain access to the data adhere to the ethical standards and
values of the health care industry.

This is particularly important when we recall that the wide distribution of digital health information
ecosystems increasingly includes non-health-related parties from industry that may have market
interests that conflict with the ethical obligations that follow health data. Within this framework,
the fiduciary duty to protect patient privacy as well as to society to improve future health care
follows the data and thus applies to all entities that use that data, such that all entities granted
access to the data become data stewards, including for-profit parties [5]. This also includes patients,
such that they bear a responsibility to allow their data to be used for the future improvement of
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health care for society, especially when we recognize that current health care has already benefited
from past data collection [5].

While the re-identification of aggregated patient data should generally be prohibited, there are rare
exceptions. There may be occasions when researchers wish to re-identify a dataset, such as
sometimes occurs in the study of rare diseases that rely on international registries; in such
situations, all individuals must be re-contacted, and their consent obtained in order to re-identify
their data since this would represent a significant change to the initial research protocols and
respective risks [9]. Re-identification of datasets for research is uncommon, however, because
obtaining re-consent can be difficult and can lead to flawed research if data is lost because patients
do not re-consent. The other situation in which it may be permissible, or even obligatory, to re-
identify aggregated patient data is when doing so would be in the interest of the health of individual
patients, such as might occur in the study of a rare genetic disorder. Even within these exceptions,
the risks associated with re-identification remain and re-identified data should thus never be
published. Re-identification of de-identified patient data for any other purposes, by anyone inside
or outside of health care, must be avoided.

AN ALTERNATIVE APPROACH: PRIVACY AS CONTEXTUAL INTEGRITY

Within today’s digital health information ecosystems, physicians and hospitals face several
challenges to protecting patient privacy. Barocas and Nissenbaum contend that “even if [prevailing
forms of consent and anonymization] were achievable, they would be ineffective against the novel
threats to privacy posed by big data” [6]. A more effective option, Nissenbaum has argued, would
understand privacy protection as a function of “contextual integrity,” i.e., that in a given social
domain, information flows conform to the context-specific informational norms of that domain.
Whether a transmission of information is appropriate depends on “the type of information in
question, about whom it is, by whom and to whom it is transmitted, and conditions or constraints
under which this transmission takes place” [10]. The view of privacy as contextual integrity—that
our conception of privacy is contextual and governed by various norms of information flow—
recognizes that there exist different norms regarding privacy within different spheres of any
distributed digital ecosystem [7,11]. The challenge within health care, as we have seen, is how to
balance these various norms when they conflict and how to ensure that health care’s ethical
standards and values are maintained throughout the distributed use of de-identified private health
information.

THE CONTEXTUAL INTEGRITY OF DE-IDENTIFIED HEALTH DATA

In handling patient data, individual physicians strive to balance supporting and respecting patient
privacy while also upholding ethical obligations to the betterment of public health. Through their
own actions, as well as through their membership organizations and through their health care
organizations, physicians should: (1) ensure that data entered into electronic records are accurate
and reliable to the best of their ability; (2) be transparent with patients regarding the limited extent
to which their data can be safely protected, how their data may be used, and why the use of such
data is crucial for improving health care outcomes within society; and (3) ensure that proper
oversight and protections of data are in place, including contractual provisions that any data sold or
shared with outside entities stay in alignment with the ethical standards of the medical profession,
and that meaningful sanctions or penalties are in place and enforced against any actors that violate
those ethical standards. It is critical to recognize, as is outlined in the Code, that the patient—
physician relationship is built on trust, and that this trust relies heavily on transparency.
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It is important for both patient care and research that clinical data entered into the EMR be as
accurate and complete as possible. Some data capture practices, such as copying-and-pasting daily
progress notes from previous encounters, which may contribute to efficiency, can lead to
documentation errors [12]. One avenue for improving EMR accuracy is that, under HIPAA,
patients have the right to access their data and request any perceived errors be amended. While
there is no one solution to improving accuracy of EMR data, further study into how to improve
EMR accuracy is important. One challenge to both EMR accuracy and completeness is the limited
interoperability of different EMR systems. Matching digital health records for the same patient
across and within health care facilities can be a challenge, further contributing to the potential for
EMR errors. Standardization of recording data elements, such as capturing patient address and last
name in a consistent format, may improve matching of patient records and thus improve the
accuracy of the EMR [13].

Another challenge to EMR data quality is the risk of bias, primarily due to implicit bias in EMR
design and underrepresentation of patients from historically marginalized groups, low
socioeconomic status, and rural areas [14,15]. Critically important for research involving data
collected from EMRs, available EMR data only reflects those with access to health care in the first
place. While certain study designs and tools have been developed to reduce these biases in
research, physicians and health care institutions should be looking into ways to reduce bias within
EMRs, such as features to optimize effective EMR use and to consistently capture patient data,
especially data on race/ethnicity and social determinants of health that are often inconsistently and
inaccurately captured in EMR systems [14,15,16].

Patients have a right to know how and why their data are being used. While physicians should be
able to answer questions regarding patient data as they relate to HIPAA protections, it is the
responsibility of health care institutions to provide more detailed information regarding
expectations of data privacy, how patient data may be used, and why such use is important to
improve the future of health care. Health care systems may consider fulfilling this ethical
obligation by creating a patient notification of data use built into the patient registration process
(using language similar to the National Institutes of Health’s (NIH) Introduction-Description
component, meant to provide prospective research participants with an introduction to and
description of the planned storage and sharing of data and biospecimens [17]).

As stewards of health data, health care institutions have an ethical responsibility to protect data
privacy. This fiduciary duty to patient data should be seen as following the data even after they are
de-identified and leave the institution where they were initially captured [5,8]. While hospitals and
health care organizations increasingly come under cyberattack, they consistently lag behind other
industries in cybersecurity [18]. With regards to protecting the data they maintain, health care
institutions have a responsibility to make more significant investments in cybersecurity.

In order to ensure that the ethical standards of health care are maintained even after data leaves
health care institutions, McGraw and Mandl propose that companies collecting or using health-
relevant data could be required to establish independent data ethics review boards [2]. They write
that such boards could be similar to Institutional Review Boards but should focus more on privacy
than on participant risk, evaluating proposed data projects for legal and ethical implications as well
as their potential to improve health and/or the health care system [2]. In practice, ethics review
boards involved with industry face challenges to both independence and efficacy. Independence
can be compromised by influences such as conflicts of interest, while efficacy can be compromised
by the absence of authority, procedures, and systems to enact recommendations made by these
review bodies. To be effective, data ethics review boards must be independent and free of conflicts
of interest from the company or organization whose data research proposal(s) they are evaluating
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and have systems in place for both transparency and implementation of feedback for remediations
of privacy and other quality and ethics concerns. Though not a comprehensive solution,
independent data ethics review boards could be an effective safeguard against industry conflicts of
interest and should be considered as a required part of contracts of sale of health data, with
contracts stipulating that any future resale of the data also undergo review by a data ethics review
board.

An additional safeguard is the implementation of regular data audits to assess the quality and use of
shared data [19]. These regulatory measures could be implemented as requirements outlined in
Data Use Agreements or Data Sharing Agreements (DSAs). Such agreements have the potential to
establish data governance policies and practices within health care institutions regarding “what data
can be shared, with whom, under what conditions, and for what purposes.” In developing DSAs,
hospital administrators should engage all relevant stakeholders, require a neutral entity be
designated as an independent custodian of shared data, limit the types and/or characteristics of
shared data to certain purposes, and apply additional safeguards to protect the data [20].

The need for more transparent disclosure to patients regarding their data use as well as the
importance of building the values of medical ethics into the contracts of sale of aggregate datasets
created by hospitals highlights the fact that the ethical responsibilities to respond to the risks of de-
identified data should not be borne by physicians alone. Respecting patient privacy and their
informed consent are responsibilities that physician member organizations and health care
institutions must take on because the risks to these rights that patients face within digital health
ecosystems radiate far beyond the patient—physician relationship to areas where individual
physicians have little influence.

RECOMMENDATIONS

In light of the challenges considered with regard to constructing a framework for holding
stakeholders accountable within digital health information ecosystems, the Council on Ethical and
Judicial Affairs recommends:

1. That the following be adopted:

Within health care systems, identifiable private health information, initially derived from and
used in the care and treatment of individual patients, has led to the creation of massive de-
identified datasets. As aggregate datasets, clinical data takes on a secondary promising use as a
means for quality improvement and innovation that can be used for the benefit of future
patients and patient populations. While de-identification of data is meant to protect the privacy
of patients, there remains a risk of re-identification, so while patient anonymity can be
safeguarded it cannot be guaranteed. In handling patient data, individual physicians thus strive
to balance supporting and respecting patient privacy while also upholding ethical obligations to
the betterment of public health.

When clinical data are de-identified and aggregated, their potential use for societal benefits
through research and development is an emergent, secondary use of electronic health records
that goes beyond individual benefit. Such data, due to their potential to benefit public health,
should thus be treated as a form of public good, and the ethical standards and values of health
care should follow the data and be upheld and maintained even if the data are sold to entities
outside of health care. The medical profession’s responsibility to protect patient privacy as well
as to society to improve future health care should be recognized as inherently tied to these
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datasets, such that all entities granted access to the data become data stewards with a duty to
uphold the ethical values of health care in which the data were produced.

As individuals or members of health care institutions, physicians should:
(a) Follow existing and emerging regulatory safety measures to protect patient privacy;

(b) Practice good data intake, including collecting patient data equitably to reduce bias in
datasets;

(c) Answer any patient questions about data use in an honest and transparent manner to the
best of their ability in accordance with current federal and state legal standards.

Health care entities, in interacting with patients, should adopt policies and practices that
provide patients with transparent information regarding:

(d) The high value that health care institutions place on protecting patient data;

(e) The reality that no data can be guaranteed to be permanently anonymized, and that risk of
re-identification does exist;

(f) How patient data may be used;
(g) The importance of de-identified aggregated data for improving the care of future patients.
Health care entities managing de-identified datasets, as health data stewards, should:

(h) Ensure appropriate data collection methods and practices that meet industry standards to
support the creation of high-quality datasets;

(1) Ensure proper oversight of patient data is in place, including Data Use/Data Sharing
Agreements for the use of de-identified datasets that may be shared, sold, or resold;

(j) Develop models for the ethical use of de-identified datasets when such provisions do not
exist, such as establishing and contractually requiring independent data ethics review
boards free of conflicts of interest and verifiable data audits, to evaluate the use, sale, and
potential resale of clinically-derived datasets;

(k) Take appropriate cyber security measures to seek to ensure the highest level of protection is
provided to patients and patient data;

(1) Develop proactive post-compromise planning strategies for use in the event of a data
breach to minimize additional harm to patients;

(m) Advocate that health- and non-health entities using any health data adopt the strongest
protections and seek to uphold the ethical values of the medical profession.

There is an inherent tension between the potential benefits and burdens of de-identified
datasets as both sources for quality improvement to care as well as risks to patient privacy. Re-
identification of data may be permissible, or even obligatory, in rare circumstances when done
in the interest of the health of individual patients. Re-identification of aggregated patient data
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for other purposes without obtaining patients’ express consent, by anyone outside or inside of
health care, is impermissible. (New HOD/CEJA Policy); and

2.That Opinion 2.1.1, “Informed Consent”’; Opinion 3.1.1, “Privacy in Health Care”’; Opinion

3.2.4, “Access to Medical Records by Data Collection Companies”; and Opinion 3.3.2,
“Confidentiality and Electronic Medical Records” be amended by addition as follows:

a. Opinion 2.1.1, Informed Consent

Informed consent to medical treatment is fundamental in both ethics and law. Patients have the
right to receive information and ask questions about recommended treatments so that they can
make well-considered decisions about care. Successful communication in the patient-physician
relationship fosters trust and supports shared decision making. Transparency with patients
regarding all medically appropriate options of treatment is critical to fostering trust and should
extend to any discussions regarding who has access to patients’ health data and how data may
be used.

The process of informed consent occurs when communication between a patient and physician
results in the patient’s authorization or agreement to undergo a specific medical intervention. In
seeking a patient’s informed consent (or the consent of the patient’s surrogate if the patient
lacks decision-making capacity or declines to participate in making decisions), physicians
should:

(a) Assess the patient’s ability to understand relevant medical information and the implications
of treatment alternatives and to make an independent, voluntary decision.

(b) Present relevant information accurately and sensitively, in keeping with the patient’s
preferences for receiving medical information. The physician should include information
about:

(1) the diagnosis (when known);
(i1) the nature and purpose of recommended interventions;
(ii1) the burdens, risks, and expected benefits of all options, including forgoing treatment.

(c) Document the informed consent conversation and the patient’s (or surrogate’s) decision in
the medical record in some manner. When the patient/surrogate has provided specific
written consent, the consent form should be included in the record.

In emergencies, when a decision must be made urgently, the patient is not able to participate in
decision making, and the patient’s surrogate is not available, physicians may initiate treatment
without prior informed consent. In such situations, the physician should inform the
patient/surrogate at the earliest opportunity and obtain consent for ongoing treatment in
keeping with these guidelines. (Modify HOD/CEJA Policy)

b. Opinion 3.1.1, Privacy in Health Care
Protecting information gathered in association with the care of the patient is a core value in

health care. However, respecting patient privacy in other forms is also fundamental, as an
expression of respect for patient autonomy and a prerequisite for trust.
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Patient privacy encompasses a number of aspects, including personal space (physical privacy),
personal data (informational privacy), personal choices including cultural and religious
affiliations (decisional privacy), and personal relationships with family members and other
intimates (associational privacy).

Physicians must seek to protect patient privacy in all settings to the greatest extent possible and
should:

(a) Minimize intrusion on privacy when the patient’s privacy must be balanced against other
factors.

(b) Inform the patient when there has been a significant infringement on privacy of which the
patient would otherwise not be aware.

(c) Be mindful that individual patients may have special concerns about privacy in any or all
of these areas.

(d) Be transparent with any inquiry about existing privacy safeguards for patient data but
acknowledge that anonymity cannot be guaranteed and that breaches can occur
notwithstanding best data safety practices. (Modify HOD/CEJA Policy)

c. Opinion 3.2.4, Access to Medical Records by Data Collection Companies

Information contained in patients’ medical records about physicians’ prescribing practices or
other treatment decisions can serve many valuable purposes, such as improving quality of care.
However, ethical concerns arise when access to such information is sought for marketing
purposes on behalf of commercial entities that have financial interests in physicians’ treatment
recommendations, such as pharmaceutical or medical device companies.

Information gathered and recorded in association with the care of a patient is confidential.
Patients are entitled to expect that the sensitive personal information they divulge will be used
solely to enable their physician to most effectively provide needed services. Disclosing
information to third parties for commercial purposes without consent undermines trust, violates
principles of informed consent and confidentiality, and may harm the integrity of the patient-
physician relationship.

Physicians who propose to permit third-party access to specific patient information for
commercial purposes should:

(a) Only provide data that has been de-identified.
(b) Fully inform each patient whose record would be involved (or the patient’s authorized
surrogate when the individual lacks decision-making capacity) about the purpose(s) for

which access would be granted.

Physicians who propose to permit third parties to access the patient’s full medical record
should:

(c) Obtain the consent of the patient (or authorized surrogate) to permit access to the patient’s
medical record.
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(d) Prohibit access to or decline to provide information from individual medical records for
which consent has not been given.

(e) Decline incentives that constitute ethically inappropriate gifts, in keeping with ethics
guidance.

Because de-identified datasets are derived from patient data as a secondary source of data for
the public good, health care professionals and/or institutions who propose to permit third-party
access to such information have a responsibility to establish that any use of data derived from
health care adhere to the ethical standards of the medical profession. (Modify HOD/CEJA

Policy)

d. Opinion 3.3.2, Confidentiality and Electronic Medical Records

Information gathered and recorded in association with the care of a patient is confidential,
regardless of the form in which it is collected or stored.

Physicians who collect or store patient information electronically, whether on stand-alone
systems in their own practice or through contracts with service providers, must:

(a) Choose a system that conforms to acceptable industry practices and standards with respect
to:

(i) restriction of data entry and access to authorized personnel;

(i1) capacity to routinely monitor/audit access to records;

(ii1) measures to ensure data security and integrity; and

(iv) policies and practices to address record retrieval, data sharing, third-party access and
release of information, and disposition of records (when outdated or on termination of

the service relationship) in keeping with ethics guidance.

(b) Describe how the confidentiality and integrity of information is protected if the patient
requests.

(c) Release patient information only in keeping with ethics guidance for confidentiality and
privacy. (Modify HOD/CEJA Policy); and

3. That the remainder of this report be filed.

Fiscal Note: Less than $500
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CEJA Report 3-A-16 Modernized Code of Medical Ethics
3.3.2 Confidentiality & Electronic Medical Records

Information gathered and recorded in association with the care of a patient is confidential, regardless of
the form in which it is collected or stored.

Physicians who collect or store patient information electronically, whether on stand-alone systems in
their own practice or through contracts with service providers, must: [new content clarifies scope of
guidance]

(a) Choose a system that conforms to acceptable industry practices and standards with respect to:

(i) restriction of data entry and access to authorized personnel;

(i1) capacity to routinely monitor/audit access to records;

(iii) measures to ensure data security and integrity;

(iv) policies and practices to address record retrieval, data sharing, third-party access and release of
information, and disposition of records (when outdated or on termination of the service
relationship) in keeping with ethics guidance.

(b) Describe how the confidentiality and integrity of information is protected if the patient requests.

(c) Release patient information only in keeping with ethics guidance for confidentiality.

AMA Principles of Medical Ethics: V



(Joint Report)

JOINT REPORT OF JUDICIAL COUNCIL
AND COUNCIL ON MEDICAL SERVICE

The following report was presented by.Burns A. Dobbins, Jr., M. D., Chairman of the Judicial
Council, and Donald N. Sweeny, Jr., M. D., Chairman of the Council on Medical Service:

CONFIDENTIALITY OF COMPUTERIZED PATIENT INFORMATION
(RESOLUTION 38, A-77)
(Reference Committee A, page 234)

HOUSE ACTION: ADOPTED

At the 1977 Annual Convention, the House of Delegates adopted Resolution 38 (A-77), as
amended, asking that guidelines be established to (1) define procedures for the management of a
computerized patient data base, (2) define procedures to control access to clinical data and limit
access to the computerized data base, and (3) establish accrediting guidelines for computer ser-
vice bureaus to reassure patients and physicians that their information will not be misused.

Background

The issues of access to confidential medical and other personal information and the use of
such information once computer technology has permitted the accumulation, storage, and
analysis of an unlimited quantity of it have been under discussion in both the public and private
sectors for more than a decade. Legislation at both the state and federal levels has focused on
policies governing the release of various kinds of information, with particular emphasis given to
the patient’s right to have access to confidential medical information, to have an opportunity to
be informed of the use to be made of it, and to have access to it for making corrections. The
House of Delegates has, on a number of past occasions, adopted reports dealing with issues re-
lated to confidentiality of medical information, including guidelines on PSRO data policy de-
veloped by the Council on Medical Service, and model state legislation on confidentiality of
medical information developed by the Council on Legislation.

The federal Fair Credit Reporting Act, the National Health Planning and Resources Develop-
ment Act, the Professional Standards Review Organization amendments to the Social Security
Act, and the federal Privacy Act are examples of the Congressiona! interest in the right of indi-
viduals to have certain types of information protected and to be assured access to such informa-
tion in the custody of specified agencies and entities. At the federal level, for instance, the Fair
Credit Reporting Act sets requirements concerning the accumulation, verification, and release
of medical record information obtained by a proper credit reporting agency. Information re-
lating to medical practice and care also may be accumulated by the Bureau of Census, HEW, the
Secretary of Commerce, Health Systems Agencies, and other governmental agencies.

Two major research studies undertaken for the federal government on these issues were
completed in 1976 and 1977. The publications based on these studies are: '"Computer, Health
Records and Citizen Rights”” by Alan F. Westin, Ph.D., principal investigator, and ‘“‘Personal
Privacy in an Information Society—The Report of the Privacy Protection Study Commission,"
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Daniel F. Linowes, Chairman. The Report of the Privacy Protection Study Commission recom-
mended, among other things, the creation of Medicare and Medicaid regulations and state legis-
lation to assure patient access to medical records and related medical record information, to
allow correction of medical records, and to assure both the protection of confidentiality of
_information and the disclosure of information pursuant to patient authorization.

At the state level, at least eleven legislatures have enacted statutes in the past four years to
allow patients greater access to the information contained in medical records that concern pa-
tients' care or treatment. Other states have rules and regulations on this subject. Although the
traditional professional and legal view has been that a physician is entitled to possession or
ownership of the medical notes he makes in his private practice, a patient or his legal representa-
tive may also have certain legal rights to the information in such notes. The patient does have a
right to information from the records, at least to the extent that the information is necessary to
protect his health interests or legal rights. In those states that have specific statutory language or
rules and regulations governing access to medical records, compliance with these requirements is
mandated.

A physician also has a professional responsibility to keep information secret about a patient
that is obtained in the course of the physician-patient relationship. Section 9 of the Principles of
Medical Ethics states: ““A physician may not reveal confidences entrusted to him in the course
of medical attendance, or the deficiencies he may observe in the character of patients, unless he
is required to do so by law or unless it becomes necessary in order to protect the welfare of the
individual or of the community.”

The confidentiality of physician-patient communications is desirable to assure free and open
disclosure by the patient.to the physician of all information needed to establish a proper diag-
nosis and attain the most desirable clinical outcome possible. Protecting the confidentiality of
the personal and medical information in such medical records is also necessary to prevent humili-
ation, embarrassment, or discomfort of patients.

At the same time, patients may have legitimate desires to have medical information concern-
"ing their care and treatment forwarded to others. The increasing incidence of personal injury
litigation and the expanding use of life, accident and health insurance, for example, are major
factors which have operated to multiply the number of persons who have a legitimate interest
in the information. It may, for instance, be desirable for a patient to have certain information
transmitted directly to third parties concerned with the payment of the patient’s bill, to a work-
men's compensation commission, to the patient’s attorney, to a succeeding attending physician,
to a physician with a professional or academic interest in the type of case, to a law enforcement
agency, to military authorities, to a prospective employer, or to others. Patient authorization
for release of information to a third party payor that has legal liability for the payment of
any part of the charges for the medical care and treatment provided may be the most com-
monly encountered instance in which the patient’s expectation of authorized release should be
honored.

In summary, both the protection of confidentiality and the appropriate release of informa-
tion in records is the rightful expectation of the patient. A physician should respect the patient's
expectations of confidentiality concerning medical records that involve the patient's care and
treatment, but the physician should also respect the patient’s authorization to provide informa-
tion from the medical records to those whom the patient authorizes to inspect all or a part of it
for legitimate purposes.
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Discussion

Resolution 38 (A-77), as amended, requested the development of guidelines applicable to
information from a physician’s office records that is made part of a computerized data system.
The transfer of such information would, generally,be expected to occur when a computer service
bureau contracts with a physician to store data on patient billing or on the care and treatment
provided the physician’s patients. Although computerized data concerning patient care and
treatment could involve many other data systems, such as that used by peer review bodies,
Health Systems Agencies, third party insurance carriers and intermediaries, and PSROs, the
guidelines presented in this report will be limited primarily to the situation of computerized
office records, in keeping with the major thrust of amended Resolution 38.

There are three primary issues that need to be addressed to assure the maintenance of confi-
dentiality of information from medical records stored in computerized data banks by computer
service bureaus. These three related issues are privacy, confidentiality, and security. The issue of
privacy concerns the obligation to withhold personal information from revelation. There is cer-
tain information, such as may be kept in a medical record, that a patient may not want disclosed
solely for personal reasons. The issue of confidentiality concerns an agreement between indi-
viduals to limit the extent of revelation of such personal information. The patient’s expectations
of confidentiality arise from the obligation to protect the patient’s privacy and from the clinical
desirability of such an agreement to allow a free flow of information between the physician and
the patient. As has been noted above, there may be limitations on a patient’s expectations of
confidentiality. The third issue, security, concerns a responsibility to protect personal informa-
tion from revelation so as to preserve confidentiality.

Computer technology permits the accumulation, storage, and analysis of an unlimited quan-
tum of medical information. The fact that the data bases are increasing substantially is evidence
of increased pressure to obtain medical data for clinical, administrative, and archive purposes.
Although the concepts of privacy, confidentiality, and security apply to all medical data regard-
less of collection or storage method, the ability of the computer to store vast amounts of medical
data has resulted in public and private scrutiny of this technology to guard against its accidental
or intentional misuse. Such misuse may occur because of inadequate security policies or improper
training of personnel. The harm that results from the misuse of such data may be felt by the
patient, whether the misuse is accidental or intentional.

Because of the technological growth of medical data acquisition mechanisms, the funda-
mental need to protect the confidentiality of information from medical records has been in-
tensified. The fact that such data may reside in a computerized data bank does not alter this
need.

The possibility of access to information is greater with a computerized data system than with
information stored in the traditional written form in a physician’s office. Accordingly, the
guidelines noted below are offered to assist computer service organizations and physicians in
maintaining the confidentiality of information in medical records when that information is
stored in computerized data bases. Commentary on specific guidelines is also included to show
the need for certain particular rules and standards for computerized medical information.

The Council on Medical Service and the Judicial Council, therefore, recommend that the
House of Delegates adopt the following guidelines addressing the issues spoken to by amended
Resolution 38 (A-77).
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I. GUIDELINES ON PROCEDURES FOR THE MANAGEMENT
OF A COMPUTERIZED DATA BASE

introduction

Management of computerized data bases involves the planning, organization and control of
activities or programs directed towards satisfying an established set of operational objectives.
With respect to the management of a computerized data base holding medical information,
guidelines have been requésted by the House of Delegates in order to assure the maintenance of
confidential treatment and management of essentially private patient data. The management
guidelines noted below reflect concepts desirable from a medical viewpoint related to computer
technology capable of storing confidential medical information. It should be recognized that
specific procedures adapted from application of these concepts may vary depending upon the
nature of the organization processing the data as well as the appropriate and authorized use of
the stored data.

1. PREFACE: Medical information maintained on a patient’s behalf is often used as the
basis for important clinical or administrative decisions affecting the patient. Accordingly,
only specifically authorized individuals should be permitted to submit additions, changes,
or deletions to the computerized data base holding medical information.

GUIDELINE: Procedures should be developed to insure that confidential medical infor-
mation entered into the computerized data base is verified as to authenticity of source.

2. PREFACE: Once a physician has released a patient’s confidential medical information
on the patient’s authorization, subsequent use of that information is out of the physi-
sician’s effective control. The physician should be advised about the destination of
medical information released from his control.

GUIDELINE: Procedures should be developed to advise the patient and physician about
the existence of computerized data bases in which the patient’s medical information is
stored. Such information should be communicated to the physician and patient prior
to the physician’s release of the medical information.

3. PREFACE: Due to the ease with which information can be produced from a computer,
it is important to identify and trace all reports on which is printed identifiable patient
data.

GUIDELINE: Procedures should be developed for notifying both the physician and
patient of the distribution of all reports reflecting identifiable patient data prior to
distribution of the reports by the computer facility.

4, PREFACE: Too often an unwarranted assumption may be made that the data coming
from a computerized data base is correct. Management of the computerized medical
data must, therefore, include mechanisms to maintain the patient data in an as accurate
a state as possible.

GUIDELINE: Procedures should be developed for adding to or changing data on the
computerized data base. The procedures should indicate individuals authorized to make
changes, time periods in which changes take place and those individuals who will be in-
formed about changes in the data from the medical records.
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5. PREFACE: Due to the large storage capacity of computers, there exists the possibility
that once data is entered into the data base it will not be subsequently removed even if
the data has no contemporary or historical value.

GUIDELINE: Procedures for purging the computerized data base of archaic or inac-
curate data should be established and the patient and physician should be notified before
and after the data has been purged.

6. PREFACE: Once a computerized data base is physically linked to the computer, it be-
comes relatively easy to gain access to that data base. Care should, therefore, be taken not
to connect the data files to the computer except as necessary to perform legitimately
defined processing.

GUIDELINE: The computerized medical data base should be on-line to the computer
only when authorized computer programs requiring the medical data are being used.

7. PREFACE: To prevent misuse of data, it is advisable to permit only authorized com-
puter service personnel to enter or work in the physical facility in which processing is
done and the computer files are stored.

GUIDELINE: Stringent security procedures for entry into the immediate environment
in which the computerized medical data base is stored and/or processed should be de-
veloped and strictly enforced.

8. PREFACE: Procedures for the maintenance of the confidentiality of medical data should
be communicated to employees involved in activities related to the computerized medical
data base. It is equally important that employees be advised of administrative remedies
for breaches of confidentiality which may place in peril the confidential patient data.

GUIDELINE: (a) Specific guidelines concerning behavior of employees handling or
otherwise having access to confidential medical information should be developed and be
made generally available to affected employees.

(b) All terminated or former employees in the data processing environment should have
no access to data from the medical records concerning patients.

(c) Employees working in the data processing environment in which data from medical
records concerning patients are processed and who are involuntarily terminated should
immediately upon termination be removed from the computerized medical data environ-
ment.

1. GUIDELINES ON PROCEDURES WHICH CONTROL ACCESS TO CLINICAL
DATA AND LIMIT ACCESS TO THE COMPUTERIZED DATA BASE

Introduction

In general, the recorded instances of theft or misuse of computerized data are few compared
to those instances in which information maintained in conventional, non-computerized data re-
positories are misused or stolen. The recorded instances of computerized data misuse, however,
suggest that when such an occurrence takes place, it involves exceptionally large segments of
information. Such misuse may be more extensive than realized, since it may not be reported or
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may remain cloaked due to the technical abilities of those involved in the misuse of data. The
recounting of such occurrences of misuse suggests that the problem is generally not one of access
by unauthorized individuals, but stems from the misuse of computerized data (either consciously
or inadvertently) by those who have authorized access to the data. Hence, with respect to compu-
terized data bases holding medical data, emphasis should be placed upon controlling the mecha-

- nism for authorized access to medical data as well as defining the limits of such permissible
authorized access.

1. PREFACE: Once an individual or organization has gained physical access to the com-
puter data base, either via remote computer terminal or other means, it becomes ex-
tremely difficult, if not virtually impossible, to prevent access to those portions of the
data base which have not been authorized for release.

GUIDELINE: Individuals and organizations external to the clinical facility should not
be provided on-line access to a computerized data base containing identifiable data from
medical records concerning patients.

2. PREFACE: The patient and physician should be cognizant of those individuals or organi-
zations that will have access to the computerized files of medical information concerning
the patient. Such safeguards are important in a computer environment because of the
relative ease with which large segments of data can be transferred from one computer to
another.

GUIDELINE: Procedures should be developed to obtain the approval by the physician
and patient prior to the release of patient-identified clinical and administrative data to
individuals or organizations external to the medical care environment.

3. PREFACE: Due to the complexity of the health care environment, secondary and terti-
ary users of medical data are becoming more prevalent. Increasingly prolific dispersion
of computerized medical data endangers the confidentiality of these data.

GUIDELINE: As a corollary to Guideline Number 2, procedures should be developed
to provide the patient with advance notification of any agency or individual with access
to patient-identifiable medical data.

4. PREFACE: The probability of leakage of confidential medical data increases the longer
the data is external to the controlled access data base environment. In addition, the
probability of the data being used for unauthorized purposes increases.

GUIDELINE: Procedures should be developed to limit the dispersion of confidential
medical data only to those individuals or agencies with a bona fide use for the data.
Release of confidential medical information from the data base should be confined to
the specific purpose for which the information is requested and limited to the specific
time frame requested. :

5. PREFACE: The organization should designate an individual who is directly accountable
for the manner in which and the success with which defined confidentiality procedures
are implemented. This requirement may help to minimize errors of omission or commis-
sion with respect to observance of confidentiality procedures.

GUIDELINE: The organization should designate a ‘“‘security officer’” with the duty to
impiement and monitor confidentiality procedures and policies.
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6. PREFACE: Once confidential medical information is released to other organizations,
effective control over subsequent use of the data is greatly diminished. Accordingly,
organizations receiving such medical data should be sensitized to the data’s confidential
nature and limitations on its use.

GUIDELINE: Data release limitations should be specifically stated for organizations or
individuals receiving confidential medical data, such as PSROs, peer review bodies, Health
Systems Agencies, and third party insurance intermediaries. All such organizations or
individuals should be advised that authorized release of data to them does not authorize
their further release of the data to additional individuals or organizations.

7. PREFACE: Since individuals and organizations authorized to have access to computer
data bases will have differing needs for access to the computer for legitimate purposes,
the level of access to the data needed by the individual or organizations involved should
be specified.

GUIDELINE: All individuals and organizations with some form of access to computer-
ized data bank, and level of access permitted, should be specifically identified.

IH. ACCREDITING GUIDELINES FOR COMPUTER SERVICE BUREAUS
Introduction

An increasing number of computer service bureaus are expanding their services to include
provision of data processing support for physicians who wish to automate their patient billing
and for production of insurance reports for third party intermediaries. In the performance of this
activity, the computer service bureau maintains computerized medical data bases which include
medical information (e.g., diagnosis, service provided) used to produce the items noted above. As
much of the data maintained by a computer service bureau is sensitive, it is important that these
organizations establish explicit confidentiality procedures to protect against intentional or inad-
vertent release of confidential medical information to individuals or organizations not authorized
to receive it.

The guidelines noted below are not intended to serve in the same manner as standards estab-
lished by a voluntary accreditation agency. The guidelines are intended to suggest procedures to
preserve the confidentiality of medical data the computer service bureau maintains when provid-
ing service for physicians and the patients they serve.

1. PREFACE: Only authorized computer service bureau personnel are to be permitted
within the area in which computerized medical data base information is processed or
stored so as to prevent unauthorized disclosures.

GUIDELINE: The computer service bureau should specifically identify a physical secur-
ity procedure to prevent access to the computer facility by unauthorized personnel.

2. PREFACE: In the event that unauthorized disclosure of medical data does take place, it
is important to be able to identify the source of the disclosure so as to prevent repeated
occurrences.

GUIDELINE: Personnel audit procedures should be developed to establish a record in
the event of unauthorized disclosure of medical data. A roster of past and present service
bureau personnel with specified levels of access to the medical data base should be main-
tained.
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3. PREFACE: A computer-generated report for one client may reflect a segment of data
maintained on behalf of a different client. This generally arises either because all client
data is maintained on a central data base or because client reports are the product of one
continuous computer run and a segment of one client’s report is inadvertently combined
with that of another client. In the case of medical data, such an error would represent a
serious breach of confidentiality.

GUIDELINE: Procedures should be developed to prevent the commingling of a physi-
cian's computerized records with those of other service bureau clients. In addition, pro-
cedures should be developed to protect against inadvertent mixing of client reports or
segments thereof.

4. PREFACE: Inadvertent release of patient-identified medical data to unauthorized re-
cipients should be avoided at all costs. Hence specific individuals or organizations to
whom information is to be sent should be qualified as authorized data recipients prior to
forwarding the information.

GUIDELINE: Information on a physician’s computerized medical data base should
under no circumstances be released without the express permission of the physician and
the patient. This stipulation should appear in any agreement between the computer ser-
vice bureau and the physician which addresses work to be performed for the physician.

5. PREFACE: In addition to management personnel, it is important that other computer
service bureau employees be made aware of the sensitive nature of medical data and the
proper conduct for handling such data.

GUIDELINE: Procedures should be developed to advise computer service bureau em-
ployees of the confidential nature of the medical data processed. These procedures should
explicitly address employee responsibilities. Specific administrative sanctions should
exist to prevent employee breaches of confidentiality and security procedures.

6. PREFACE: The computer service bureau agreements with some physician clients may be
terminated. Upon such termination of services, the disposition of the computerized med-
ical data maintained for the physician is important. Under no circumstances should the
medical information be retained by the computer service bureau after services for the
physician have ceased.

GUIDELINE: Upon termination of computer service bureau services for a physician,
those computer files maintained for the physician should be physically turned over to
the physician or destroyed (erased). In the event of file erasure, the computer service
bureau should verify in writing to the physician that the erasure has taken place.

7. PREFACE: As the preservation of confidentiality is of significant importance to both
the patient and physician, the computer service bureau should, upon request, notify the
physician and the patient about the procedures taken to keep confidential the medical
data on patients.

GUIDELINE: The computer service bureau is strongly encouraged to make available to
physicians and patients a brochure or other written document, which, in specific terms,
outlines the procedures the computer service bureau uses to protect the confidentiality
of patient-identifiable medical data processed by the facility.
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